HOOPMAILIMOHHA A ITAMATKA
JUA OBYYAIOIMXCA JIA PASMEINEHN A
HA OOUIIMAJIBHBIX MHTEPHET-PECYPCAX

C KaKIbIM I'OJJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 6OJ'IBH_I€, a IMKOJIbHUKU OJHHU U3 CaMBbIX
aKTHBHBIX MOJIb30BaTenel Pynera. Mexay Tem, MOMUMO OrpOMHOTO KOJIMYECTBa
BO3MO>KHOCTEM, MHTEPHET HECET U NIPOOJIEMBI. DTa NaMATKa JODKHA TOMOYb TeOe 6€3011acHO
HAaXOJUTHCS B CETH.

Komnbrorepabie BUpPYyChbl

KomMnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTPaMM, OTINYUTEIIBHOU
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOKEHMIO. B onosHeHue K 3Tomy,
BHUPYChI MOT'YT IIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (pailiibl U JaHHbIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3aMyllieHa 3apaXeHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WIH JaKe YHHUTOXHUTD OTIEPAIIMOHHYIO CUCTEMY CO BCeMH (hailiiaMmu B
nesnoM. B GonbIIMHCTBE cilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MGTOZIBI 3alIUTBI OT BPCAOHOCHBIX ITPOTrpaMMm:

1. Ucnonb3yii COBpeMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHB 3alUThI
OT BPEIOHOCHBIX IIPOrPAMM;

2. IlocTtosiHHO ycTaHaB/IMBal nauTy (U(POBBIE 3aMJIaATKU, KOTOPbIE aBTOMATUYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAaOOTKH IPOrpaMMbl) U Ipyrue OOHOBIICHUS CBOEH
omnepanroHHoM cucteMbl. CkaunBail UX TOJILKO ¢ odulManbHOTO caifta pazpadorunka OC. Ecnu
CYIIECTBYET PEXUM aBTOMAaTHUYECKOT0 OOHOBIJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha CBOEM KOMITBIOTEPE IOJT IPaBaMU IOJIb30BATENs, a HE a]MHHUCTpaTOpa. ITO HE
TII03BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HAa TBOEM IMEPCOHAIBHOM
KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMHBIE ITPOIYKThI U3BECTHBIX MTPOU3BOJUTEIIEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTEPY AJIA TIOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHKME HOCUTEIN HH(OpMAaLIMY, TaKkue Kak (remika, TUcK win (aiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKphIBail KOMIbIOTEpHBIE (Daiiiibl, MOTyYSHHBIE U3 HEHAIeXKHBIX HICTOUHUKOB. [laxe Te
(aiinbl, KOTOpbIE MPUCTal TBOW 3HaKOMBIH. Jlydlie yTouHM y HEro, OTIpaBJIsl U OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BHJI TIepeiayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb Open 1, Mapka. Ere B
1991 rony Huzaepnanjackas kommnanus 3apeructpuponaina 6pena "WECA", uro o603Hadano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoAUTCS Kak "OeCpoBOIHAS TOYHOCTH'".

Jlo Hamero BpeMeHH AoInIa Ipyras ab0peBuaTypa, KOTopas sSBJISIETCS TAKOW jK€ TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTAaHAAPT BBICIIECH
3BykoBoi#l TexHuku Hi-Fi, uto B nepeBosie o3HauaeT "BbICOKast TOYHOCTH".



Ja, 6ecrutaTHBI HHTEPHET-IOCTYII B Kade, OTENAX U adporopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B MUHTepHET. HO MHOIME 3KCIepThl CUMTAIOT, 4TO 00IIe 0CTyIIHbIE Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMMU.

CoBertbl 110 0€30MacHOCTH paboThI B 001IeI0CTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nmuunyro uHpopmaruio yepe3 odmenocrynubie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHUe-TO HOMEpa;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE ITPOrpaMMBI B OpanaMayep. TeM caMbIM Th
o0e3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otximroun dynkiuto "OOmwmit noctyn kx ¢daiinam u npuaTepam’.
JaHHas GyHKIUS 3aKphITa [0 YMOITYAHHIO, OJTHAKO HEKOTOPBIE ITOJIb30BATENIN aKTHBUPYIOT €€
JUIs yI0OCTBa NCTIOIB30BAHNUS B paboTe nin yueoe;

4. He ucnonw3yit myosnnuneiii WI-FI s nepegaun aMUHbIX JaHHBIX, HAPUMEP JUIs BBIXOJ1A B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Wcnonw3yii Tonbko 3amuniearoe coequaenne yepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOunsHOM Tenedone otkimtoun ¢pynkiuio "[loaxmouenue k Wi-Fi aBromatuuecku". He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

ConuajJbHEBIE CeTH

CouunanbHbIe CETH aKTUBHO BXOJST B HAIIlY KMU3Hb, MHOTHE JIFOJIA PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIIHAp/ YENIOBEK, UTO SIBISIETCS OJHOMN
CeIbMOM BCeX JKUTeNeH TIaHeThl. MHOTHE 1MOIh30BaTeu HE TOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIleHHas UMY B COLIMATBHBIX CETSIX, MOXKET ObITh HaliJleHa U UCIIOJIb30BaHa KEM yroJIHO, B
TOM 4YHCIIe HE 00s13aTeIbHO ¢ OJIaruMu HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuyb criucok Apy3ei. Y Te0s B Ipy3bsiX HE TOJDKHO OBITH CIYYalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amuiaii cBOr0 4acTHYIO kH3Hb. He yka3biBail maposu, TenedoHsl, ajpeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JUYHYI0 HHPOPMALKIO. 370YMBIIIJIEHHUKHA MOTYT MCIIOJIb30BaTh JJaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBCCTU KAHUKYJIbI;

3. 3amumiaii CBOO peryTalHtIo - Iep>KU €€ B UUCTOTE U 3aJaBaiil cebe BOpoc: XOTel Obl ThI,
YTOOBI JpyTHe MOJIb30BaTENN BUIEIH, YTO ThI 3arpyxaews? [Toxymaii, mpexae yeM 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu Thl rOBOpUILIB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE PEAIIBHOE UM U
JIPYTYIO JTUUHYI0 HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. N36eraii pa3menienus ¢potorpaduii B UuTepHere, rae Thl H300pa’keH Ha MECTHOCTH, T10
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. [1pu perucrpanuu B COLMAIBLHON CETH HEOOXOAMMO UCIOIb30BaTh CIOKHBIE MTApOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHeEe §;

7. 71t cCOManbHOM CETH, TIOYTHI U IPYTHUX CAUTOB HEOOXOUMO HCTIOIB30BaTh PAa3HBIC MAPOJIH.
Toraa ecnu Te0s1 B3IOMAIOT, TO 3JIOYMBIIIJICHHUKHU TOTy4YaT JOCTYH TOIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.



DJIeKTPOHHbBIE IeHbI'H

BHGKTPOHHBIG JCHBI'H - 9TO OYCHb y,I[O6HBIfI croco0 HJ'IaTe)Keﬁ, OJITHAKO CyIICCTBYIOT
MOIICHHUKH, KOTOPLIC XOTAT MOJYYUTH 3TU ACHBI'U.

3JI€KTpOHHBI€ JACHBI'Y ITOABHUIINCH COBCEM HCAABHO M UMCHHO HM3-3a 3TOI'O BO MHOT'MX
rocygapCTtBax A0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHn yHKIMOHUPYIOT M O HUX YK€ TIPONKCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3sHuIla B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcs MpOBOAUTH ONepaun 0e3 uIeHTH(UKALNH TOIb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(UKALKS T0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taxxe crnenyeT pa3nuyarh 1eKTPOHHbIE (PUaTHBIEC ACHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C SJICKTPOHHBIMHA JCHbI'aMU:

1. [TpuBsiku K cueTy MOOUITBHBIN Tene(oH. ITO camMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYII K c4ery. [IpuBs3aHHbIN TenedoH MOMOXKET, €CIIU 3a0y/IeIIb CBOI
IUIATS)KHBIA TTAPOJIb WIK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA,;

2. Ucnonw3yit onHopa3oBbie mapoiu. [locie nepexoa Ha YCUIICHHYIO aBTOPHU3aLIUIO TeOe yKe
He Oy/IeT yrpoXaTh OMAaCHOCTb KPa)KH UITU TMepexBarta MIaTeKHOTO MapoJis;

3. Beibepu cnosxHblil mapons. [IpectynHukam Oyner He MPOCTO YraaTh CIOKHBIA MapoJib.
Hanexwnple maponu - 3To mapoJi, KOTOpBIE COAEPKAT He MEHee 8 3HAKOB U BKIIIOUYAIOT B ce0sI
CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PBI U HECKOJIBLKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIIATeIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPSCHIL.

DJIeKTPOHHAA MOYTA

DneKTpOHHAs 0YTa - TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTH IO MEePECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTISIOTCA B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TOYTOBBIN SIIUK BBITIISIUT CIEIYIONIAM 00pa3oM:
UMs_TIOJb30BaTenss(@umMsi_noMeHa. Takke Kpome mepeaayu MpocToro TeKCTa, UMeeTCst
BO3MO>KHOCTH TIepe/iaBaTh (anbl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1. Hayto BIOpaTh mpaBUIIbHBIHN MTOYTOBBIHM cepBHC. B HHTEpHETE €CTh OrpOMHBIN BEIOOP
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIE JOBEPSITh TEM, KOTO 3HAEIIb U KTO MEPBbIil B
pEUTHUHTE;

2. He yka3biBail B TU4HOM nouTe TU4HYI0 HH(popManuio. Hanpumep, myurie BoIOpaTh
"My3bIKaIbHbIN _(aHaT@" umu "pok2013" BMecTo "Temal3";

3. Mcnonp3yil IBYX3TallHYI0 aBTOPU3ALMI0. JTO KOTAAa TOMUMO MApoJs HY’KHO BBOAUTH KO/,
IpUCBHUTaeMbIi 0 SMS;

4. Boibepu cinoxHbIN aposb. 11 KaKA0ro MOYTOBOTO AIUKA JOKEH OBITh CBOM HaJCKHBIH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecth BO3MOKHOCTh HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTB;



6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIMKOB. IIepBbIil 17151 4aCTHOW MEPENNUCKU € afpecaTaMH,
KOTOPBIM ThI JOBEPACHIb. DTO MIEKTPOHHBIN aJpeCc HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALIUU Ha
dopymax u caiitax;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUCbMAaX, )K€ €CJIM OHU HPUILIH OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (ailibl;

8. ITocie okoH4YaHUs pabOTHI HA TIOYTOBOM CEPBUCE TIEpe] 3aKPHITUEM BKIIAIKH C CAUTOM HE
3a0yap HaXXaTh Ha "BeiidTu".

Knﬁepﬁymmﬂr UJIH BUPTYAJbHOC U3A€BATECJILCTBO

KubepOymnuHr - mpecieroBaHne COOOIMIEHUSIME, COAEPKAIIMH OCKOPOJICHHS, arpecculo,
3aIlyTHMBaHKE; XyJIUTaHCTBO; COLIMAILHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3INYHBIX HHTCPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KUOEPOYIITMHTOM:

1. He ©pocaiics B 60i. Jlydimuii cioco0: mOCOBETOBATHCS Kak ce0sl BECTH U, €CIIU HET TOTO, K
KOMY MOKHO OOPaTUTBCS, TO BHAYAJIE YCIIOKOUTHCS. ECIIHM Thl HAYHEIIIb OTBEYATh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €Iie O0IbIIe pa30KKEITh KOHPIUKT;

2. Yopasinsaii cBoeil kubeppenyramnmei;

3. AHOHUMHOCTH B ceTi MHUMasl. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyNUTaHCKHA 00pa3 BUPTYAIbHOM XKHU3HHU. IHTEpHET (UKCHPYET BCE TBOM
JeMCTBUS M COXpaHsAET UX. Y JauTh UX OyIeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobmroaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHIYHbIN HeratuB. OJTHOPa30Bble OCKOPOUTENbHbIE COOOIICHHUS JTyYllle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaaIbHOU CTaIuH;

7. ban arpeccopa. B nporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIEHUSIMH, B COLIUATIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHHI € ONPEICIIEHHBIX aPECOB;

8. Ecnu ThI cBUzieTeNns KnOEepOyuIMHra. TBOU AEHCTBUS: BHICTYIMTh IPOTHUB MIpeciIe10BaTeNs,
MI0Ka3aTh €My, 4TO €ro JIEHCTBUS OLICHUBAIOTCSI HETaTUBHO, OJIIEPKATh KEPTBY, KOTOPOH
HYXHa [ICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEACHUS B
CeTH.

MoOunbHbIi Tes1edoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIbIN (PYHKIMOHAT, U
TENepb OHU MOTYT KOHKYPHPOBATh CO CTALIMOHAPHBIMU KOMITbIOTEpaMH. OJTHAKO, CPEACTB
3aIUTHI JUIS TOTO0OHBIX YCTPOUCTB IMOKa OYeHb Malo. TecTupoBaHUE U TIOUCK YSI3BUMOCTEN B
HUX MIPOUCXOTUT HE TaK MHTEHCUBHO, Kak Ju1s 1K, To jxe camoe kacaercss 1 MOOMIIBHBIX
MIPUJIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHbIE aHAIOTH, OJTHAKO
pacupenue (GyHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECCKHE
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.



OcHOBHBIE COBETHI 151 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

Huyero He sBIsieTCst IO-HACTOAIIEMY OecTUIaTHRIM. By OCTOpOsKEeH, Belb Koraa Tede
npeiaraT OecIyiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexae ueM otnpaButs SMS, ¢oto unu Buaeo. Thl TOUHO 3HaAEIb, TI€ OHU OYAYT B
KOHEYHOM HUTOre?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIIsI MOOMIIBHBIX TENIe()OHOB,;

He 3arpyxaii npuioXeHusi OT HEU3BECTHOIO UCTOYHUKA, BEb OHU MOT'YT COJEPKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreYeHne;

[Tocie TOoro Kak Thl BRIMJCIIB C CaiiTa, T/ BBOJMII JIMYHYIO HH(POPMAIIUIO, 3aii11 B HACTPOUKH
Opay3epa u ynanu cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHe IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPCE,

JlaBaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX Thl 3HACIIb H KOMY
JIOBEpsIeIlb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTAa Thl UM HE ToJb3yenibes. He 3a0biBaii mHOT A
MIPOBEPSITH 3TO.

Online urpsi

COBpeMeHHBIe OHJIaf/'IH-I/IFpI)I - 9TO KpaCOYHBIC, 3aXBAaThIBAIOIIUC PA3BJICUYCHUA, O6’I)GI[I/IH$IIOHII/I€
COTHH TBICAY YCIIOBCK 110 BCEMY MUDY. I/IFpOKI/I HUCCIICAYIOT I[aHHBIﬁ HM MUD, O6H_[3.IOTC$I Apyr C
APYrom, BBITIOJHAIOT 3aJaHusd, CPAKAOTCA C MOHCTpaMHU U IMOJIY4YarOT OIIBIT. 3a YAOBOJIbCTBUC
OHU IUIATAT: IIOKYIAOT AUCK, OIINIAYUBAIOT a0OHEMEHT HIIH an/I06peTa10T KaKHUC-TO OIIIHH.

Bce 3t CpeacTBa UAYT HA IOAACPKAHNEC U PAa3BUTUC UT'PHBI, 4 TAKIKC HA CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCSA CUCTEMbI aBTOPHU3allMH, BBIITYCKAIOTCA HOBBIC IMAaTYN (HI/I(i)pOBI)IC 3aIlJIaTKH
JUIA nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTHU CCPBCPOB.

B HOH06HBIX HUrpax CTOUT OMnacaTbCAa HE CTOJBKO CBOUX COINICPHUKOB, CKOJIBKO KPaXHu TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok Benet ceOs MI0X0 WK co3JaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIHCKE UT'POKOB;

2. HO)KaHYﬁCH AIMUHHUCTpPATOPAM HUI'PBI HA IJIOXO0C MOBCACHUC DTOI'0 UT'POKA, KCIIATCIILHO
MMPUTOXKUTH KAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He ykasbiBaii 1n4uHyt0 HHPOpMALUIO B Tpodaiine urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycTanaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mlcrionb3yi CIOXKHBIE M pa3HbIE MTApOJIH;

7. I[ance BO BpEMA UT'PbI HE CTOUT OTKIIIOYAaTh aHTUBUPYC. IIoka TBI ur paciib, TBOM KOMIIBIOTCP
MOT'YT 3apa3uTh.



DOUIIUHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM KpaXkel JeHeT U TIOKYMEHTOB CETOHS YK€ HUKOTO HE YUBHIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKH ITEPEMECTUINCh B HHTEPHET, U MPOJI0JDKAIOT
3aHUMATHCS "MIOOUMBIM" JEJIOM.

Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIIICHHHYECTBA WK (DUIIIKHT, TJIaBHAS 1[EJIb KOTOPOTO
COCTOMT B IMOJTYYCHUH KOH(UICHIINATBLHBIX JAHHBIX MOJIb30BaTENCH - TOTHHOB U maposieid. Ha
AHTJIMICKOM s13bIKe phishing ynTaercs kak ¢umuHr (0T fishing - peioHas o, password -
MapoJib).

OcHOBHBIE COBETHI 10 60pHOE ¢ HUITMHTOM:

1. Ciienn 3a cBouM akkayHTOM. Eciu ThI Mo103peBaetib, 4To TBOSI aHKETa ObLIa B3JIOMaHa, TO
HEo0X0IMMO 3a0JI0KMPOBATh €€ M COOOLINTH aAMHHUCTPATOPaM pecypca 00 TOM KaK MOYKHO
CKopee;

2. I/ICHOHBBYﬁ 0e30macHbIe Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAra3MHOB U ITOUCKOBBIX CUCTCM;

3. Mcnionb3yii closkHbIC U pa3HbIe Mapoiau. TakuM o0pa3om, eciti Te0s B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(]HITIO B CETH, a HE KO BCEM,;

4. Ecnu Te0s B3OMay, TO HEOOXOAUMO MPEIYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
n00aBIICHBI y TEOS B IPY3bsiX, O TOM, YTO TEOS B3JIOMAJIH M, BO3MOYXHO, OT TBOETO UMEHH Oy/eT
pacchuIaThCs CIlaM M CChUIKU Ha (PUITMHTOBBIE CalTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpsiBaii (paiinel v Apyrue BIOKEHHS B MUCbMAX, 1a)Xe €CJIM OHU MPUIIUTH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISUIN JIU OHU TeOe 3T (aiiibl.

Hudposas penyranus

[udposas penyranus - 3T0 HEraTUBHAs UM MTO3UTUBHAS MH(QOPMALUS B CETH O Tebe.
Komnpomerupytomias utHQpopmarius, pa3MelieHHasi B UHTEPHETE, MOKET CEPbE3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanbHOM »xu3HU. "Lludposas penyranus" - 3T0 TBOI UMUK, KOTOPBIN
dopMmupyetcs u3 uHGopMauu o Tede B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘Ie6BI, TBOC (I)I/IHaHCOBOC IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccKasbl O OJM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorure noJipocTKU JETKOMBICIEHHO OTHOCATCS K MyOIMKAIMKU JTNYHON UHPOpMAIUH B
WuTepHeTe, He MOHMMas BO3MOXHBIX MOCIeACTBUM. ThI 1a)ke He CMOKEIIb 10raJaThCsl O TOM,
yT0 (hoTorpadusi, pa3merieHHas 5 neT Ha3a/, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduit u pyrue AeiMCTBUS MOTYT HE HCUE3HYThH JJaXKe
MOCJI€ TOTO, KaK ThI UX yJAJIHIIb. Thl HE 3HACIIH, KTO COXPAHWI ATy HH(POPMAIIHIO, TIOTTalia TN
OHA B MOMCKOBBIE CUCTEMBI M COXPaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O TeOe
OKPY>KaIOIIIHE JIFO/IU, KOTOPhIE HAWIYT U YBUIAT 3T0. HaliTu nH(popMaIuio MHOTO JIET CITyCTsI
CMOKET JIt000i1 - Kak U3 100pBIX TOOYKACHH, TaK U C HAMEPEHHEM MPUYUHUTE Bpell. ITO
MOKET OBITh KTO YT'OJTHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBON pemyTauu:

1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaBarh y ceds B 6J10re UM B COLMATbHOM
CeTH;



2. B HacTpoiikax npoduist yCTaHOBU OTPaHUUYEHUS Ha POCMOTP TBOETO MPOQPIIIS U €ro
COAEP)KUMOTO, CIeTai ero TOJbKO "1 apy3en";

3. He pa3meniaii 1 He yka3bIBail HH(POPMAIUIO, KOTOPast MOKET KOT0-THM00 OCKOPOJISAThH M
00MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE NIKOJILHUKY - aKTUBHBIE MOJIb30BaTeNU U(POBOTo npoctpancTa. OnHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTO MUpa TpedyeT
COOJIIOJICHHSI TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "HHTEUIEKTYyallbHAsE COOCTBEHHOCTh'" OTHOCUTCS K Pa3JINYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HAYMHasl ¢ HOBBIX U300pETeHUH U 3HAKOB, 0003HAYaIOIUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, poTorpadusiMu, KHHOGUIEMaMH U
MY3bIKaJIbHBIMH [TPOU3BEACHUSAMHU.

ABTOpCKHE IpaBa - 3TO [paBa Ha HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOM3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BRICTYNAOT B KAYECTBE FApaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/IET HAlpacHbIM, AaCT €My CIIpaBeIJINBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/a, MOJIyYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro 6e3 pa3pernienust aBTopa He MOXKET BOCIIPOU3BOJIUTE €r0 MPOU3BEICHHE, PACIPOCTPAHSATh,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATh, ITYCKaTh B IIPOKAT, MyOIMYHO
UCTIOJIHATS, MIOKA3bIBATH/UCTIONHSTD B dQHpe Wik pazmemaTs B IHTepHeTe.

Hcnonp3oBanue "mUpaTcKOro" MporpaMMHOTO 00ECIIEYeHUST MOKET PUBECTH K MHOTUM
pHCKaM: OT OTEPH JTAaHHBIX K TBOUM aKKayHTaM JI0 OJJOKHPOBKH TBOETO YCTPOMCTBA, I/ie
yCTaHOBJICHA HeJlerajbHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETaJbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.



